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Connecting for Health Common Framework

« The landscape for new internet services that help
consumers track and improve their health has shifted
dramatically the past several years.

« The public appreciates the potential value of these
services but at the same time expresses significant
concern about the privacy of personal health
iInformation.
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Consumer data streams of Millie’s information

Personal Health Data Requested
*

Millie Using PHR Consumer Access Health Data Source
Services

<

Personal Health Data Received



Consumer data streams of different consumers’ information
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The Internet enables these connections ...

... but what will be the rules to
facilitate trust on the network?

See: http://lwww.connectingforhealth.org/flash/ccframework/
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http://www.connectingforhealth.org/flash/ccframework/
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Americans Overwhelmingly Believe Electronic

Personal Health Records Could Improve Their Health

Nearly 9 in 10 Say Privacy Practices
Are a Factor In Their Decision to Sign Up for One

« Markle commissioned Professor Alan F. Westin to
develop a public opinion survey on the potential and
privacy considerations of individually controlled
electronic personal health records (PHRS).

e Conducted by Knowledge Networks among 1,580
Americans representative of total adult (18+)
population, both on and not on the Net.

e Knowledge Networks places error rate at +/- 2.5%.
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High Perception of Value

When the general public was asked how use of an online
PHR service would affect individual handling of health
and health care, large majorities said such services could

improve several activities “a great deal” or "somewhat.”
How many believe PHRs would improve their abilities to:

Check for errors or mistakes in health records IEEEEEEE—— 57,
Track health-related expenses —_I 87%
Avoid duplicated tests or procedures _I 86%
Keep doctors informed of user’s health status _I 8604
Morz easily move from doctor to doctor _I 86%
Manage the health of family members —I 82%
Get treatments tailored to user’s health status IS 81%

Manage user’s own health and lifestyle N 79%,

60% 80% 100%



Interest in Joining Online PHR Service

“Some Internet technology companies and health care
organizations are inviting individuals to join free online
electronic personal health record services. You could
obtain, store, and update your health information on a
secure web site. You could control which health care
providers can see or update your PHR, and you could
automatically receive valuable information from the
Internet related to the medical and health conditions and
Interests you indicated in your PHR.”

How interested would you be in joining such a service?
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High Interest

Almost half the public say they are interested in joining a free online PHR
system, with 13.5% saying they are "very interested.”

Interested

Not at all i
Not interested et i 53.6%
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Privacy Concerns

'‘Not interested” — Why not? More than half of these
respondents not interested in PHRs cited "worries
about privacy and confidentiality.”

Would take too much time ml
Not that comfortable with computers and/or _
e-records 28%

Don't need it to handle my health needs I
Worried about privacy/ confidentiality ﬁ

0% 10% 20% 30% 40% 50% 60%
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Practices Matter

When asked how important a set of privacy and information practices would be in
their decision whether to sign up for an online PHR service, large majorities said
each of these would either be “essential” or "a factor in making their decision.”

Affected people would be notified if their
information falls into unauthorized hands |
in @ way that could compromise their
identity or expose their health
lie]g paE= 1 1]0] o PO

An individual would be able to review who
has had access to their personal health

Individuals would have a clear process to
request corrections or dispute the way their
information is handled.....................
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Practices Matter (continued)

When asked how important a set of privacy and information practices would be in

their dedsion whether to sign up for an online PHR service, large majorities said
each of these would either be “essential” or "a factor in making their decision.”

Individuals would NOT be denied care or [
penalized financially based on whether they
decided to provide certain medical
information to an Internet-based service... |

Having individuals control what information from
their medical records is made available to others.
For example, an individual with a sensitive medical |
condition could decide NOT to include information
about treatment for that condition.................

Individuals could make informed choices about how |
their information is collected and used............ "
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Variety of Enforcement Tools

"How effective do you believe each of the following would be to ensure that

PHR suppliers abide by privacy protections regarding personal health

information?”

Having an independent organization audit the PHR
organization and provide a seal of approval to certify
it is Tollowing good practices ......c..coevveieiiirnceenenaes

The Federal Trade Commission or state attorneys
general enforcing existing consumer protection laws,
y finding any PHR that does not follow its own

policies is engaging in false and misleading practices...

Market forces — consumers choosing the products
and brands they trust and not using others that do
not follow good privacy practice ...........ccceovvveennnn....

Congress passing a new health privacy law to cover
the special features of online PHR services...............

80% believed it
would be effective

80% believed it
would be effective

76%0 believed it
would be effective

76% believed it
would be effective
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Markle Survey: Key Findings

e Four in 5 believe that online PHRs would be beneficial in managing
their health and health care.

e Nearly half the public expresses some interest in using one.

< Among those not interested, concern for privacy is the most
frequently cited reason why.

e Majorities of 87 percent to 92 percent say six key privacy practices
are factors in their decision to use an online PHR.

e More than 90 percent said their express agreement should be
required for each use of their online health information.

e More than 75 percent said each of four possible policy
enforcement mechanisms would be effective.
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Key Implications

e Among many possible keys to stimulate broader public
adoption of online PHRs and related services, a
majority of the public sees a comprehensive set of
privacy practices to be essential.

e And, they support the effectiveness of a variety of
possible mechanisms to enforce these practices.
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Our Approach

Connectiing fiorr Health
Commomn Framework

v Core Privacy Principles
v Sound Network Design,
v Accountability and Oversight

RESULT

Common Framework for Networked Personal Health Information

| |
Consensus Consensus
Policy Technology
Practices Practices




The purpose of the Connecting for Health Common ﬁ
Framework is embodied in “Millie”

rmoan Framework for NMetvrorked Personal Health Infarmation

[ Consumers a5 Network Farticipants ]

| Consumer Accoess Practice Areas ]

Consummsr Policy [CF]

Corsusmar Technolsgy [CT]

cP

Pedicy Chsiraing

[
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CPeE

Palicy Piotice in Consumers

CTe

Aithentication of Consumers
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CPE
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Conircd of Infonmabion

cPa

Entoremment of Policies

Millie illustrates the needs of
millions of U.S. adults who
could benefit from greater
connectivity in health and
health care.

Consumers should be able
to collect, store, manage,
and share copies of health
Information.

The Common Framework
IS based on fair information
practices and focuses on
network rules, not

application standards.



Consumers as Networked Participants %

Millie could manage her
health using a wide variety of
networked tools and services

The Comemon Framework for Networked Personal Health Information

[ Canssmer Access Practioe Areas |

Consumer Polay [CF]

Consumes Technolagy (ET]

Consumers can help
transform the health sector,

) Nl as they have in other areas.
o e [ e p— “Networked PHRS” are an
0 DR— ] e e | IMPOrtant tool for consumer
CPS | kotification of Misss or Brsach :.'.TE Poraidity of Informmation empowerment-

S ——— ) Butto have an environment
= P LELE of trust, some basic rules

e B should guide the emerging

Industry. 20




CP1: Policy Overview %

The Comman Framawark for Networkesd Personal Heaslth Inforrmation

Creirviiove and Prisciples ]
|
Consumars as Metwork Participanks J
|
I Consumer Access Practice Aress l
Enrmumar Bolicy |CP)] Cormumer Tachnoiogy [CT)
i
m Podicy Dheerviess CT | Tednclogy Deendew
N
CP2 | Podicy Motice to Corsumers CT2 | Autentication of CofmTs
L roaria psir Lo 5 (L Ollecines, - ) - "
CP3 L, afud Deachodons of [nformatisn CTI] learvuasble Atk Trad
CPA | Chadseol Trusl Sdrsinmts CTa | Levatalese o [darlibeang [ibsmialee
. .
)
CPS | Hotification of M or Bresch CTS | Portabisy of Informmation
CPE | Dizpute Bepision ] [ETE Serurity and Sywberss Baguiraments
Disrrisinsbon and An Archibectare for
CP7 Compelied Chnciompresy cT? Corsumer Participation

Coresimer Dbiinment and
CPa Cowired of Inforrasson

CFE | Endorcament of Policies

L

Millie would know that there
are rules for how her
information will be collected,
used, and shared.

New services present
potential benefits and risks
for consumers. Many are
not covered by HIPAA.

This emerging, innovative
new space Is evolving
without a common set of
iInformation practices and

expectations.
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CP1: Policy Overview E

e This Connecting for Health Common Framework for
Networked Personal Health Information is a positive
step that industry can take now toward increasing trust.

e All PHRs and supporting services, whether they are
covered by HIPAA or not, should address each
element of the Common Framework.
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The Common Framework for Metworked Personal Health Informmacon

[ Dveryiew and Princples ]
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.
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Cp s Dbitaiwrent s
| 8 Contral of Information
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When taken together, the practices enhance participation
and protect personal health information

Information
Consent

Consumser
Authenticalion

Consumer Access Service

@/ \‘;%

Health Data Source Consumer

Audit Trail

Desclcmure
Limitation

Inlgrmalion
Srress
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Endorsers of the First Detailed, Consensus-Based
Framework for Networking Personal Health Records

AARP
Aetna

American Academy of Family
Physicians

Association of Online Cancer
Resources (ACOR.org)

America’s Health Insurance
Plans

BlueCross BlueShield
Association

CapMed

Center for Democracy and
Technology

Center on Medical Record
Rights and Privacy

Cisco Systems Inc.
Consumers Union
Dossia

FollowMe

Google

Geisinger Health System
Health Care For All

InterComponentWare Inc.

Intuit Inc.
MedicAlert
Microsoft Corp.

National Breast Cancer
Coalition

National Partnership for
Women and Families

NewYork-Presbyterian
Hospital

Pacific Business Group
on Health

Palo Alto Medical Foundation
Partners Healthcare System
RxHub

SureScripts

U.S. Department of Veterans
Affairs

Vanderbilt Center for
Better Health

WebMD
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Key Points

e Consensus practices among health sectors and
technology innovators can help internet health
Information products flourish.

« A stable set of principles and practices will foster
Innovation and improve consumer choice for these
emerging services.

e This collaboration lays out specific practices that all
PHRs and related services can use, whether they are
covered by federal privacy rules or not, so they can
enhance public trust.

e See http://www.connectingforhealth.org/phti/
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